Keeping Financial Data
Safe in the Cloud

88% of all Data Breaches
are Financially Motivated
This means no part of the financial industry is immune
from attack. Banks, credit reporting bureaus, real estate
companies, and investment funds are at risk. A customer
who opens a bank account, buys a home or funds a 401(k)
can have their data run through multiple financial systems
owned by separate organizations all in one day with no
guarantee of security.

Capital One
Banking
Discovered in July 2019, 106 million records were
breached including active bank accounts, customer
applications, Social Security numbers and more.
Eventually it was found that an employee had gained
unauthorized access through a misconfiguration in
Capital One’s firewall. Dealing with the consequences
of the breach it’s estimated Capital One paid around
$300 million, with $80 million just in fines and
penalties.

Equifax
Credit Reporting
A September 2017 discovery led to over 147 million
people being impacted by a breach due to a
vulnerability in a 3rd party tool. Data included names,
dates of birth, email addresses, Social Security
numbers, and bank account information.
Equifax was eventually fined $700 million due to the
breach and its failures to secure its infrastructure.

First American Financial
Real Estate and Title Insurance
A discovery in May 2019 found 885 million records
related to real estate transactions exposed.
This has led the SEC to actively investigate the failures
behind the breach with pending government action that
could include hundreds of millions of dollars in fines
and penalties.

Key Takeaways

1 / 5 breaches are cloud related
62% of breached and leaked
data originates from the
financial industry
50% of breaches due to
malicious attack; 50% due to
misconfiguration and human
error

2 months to contain a
financial breach;
233 days to resolve it
Avg. per record cost can be as
high as $388 (per record!) for
cleanup and remediation
within the financial industry

SecureCloudDB prevents
financial organizations from
becoming another statistic
through Database Activity
Monitoring, vulnerability
assessments, policies and
alerting

With 75% of databases expected to be deployed or migrated to
the cloud by 2022, financial organizations must prepare for
elevated breaches that will come with the expanded attack
surface of the cloud.
Security research at IBM suggests 1 out of 5 breaches are cloud
related, with the financial industry continuously being the most
likely to be breached. While breaches in the financial industry
only make up 6.5% of all breaches, a staggering 62% of
breached and leaked data originates from the financial industry.

62%

of breached/leaked
data is from financial
industry

While each organization conducts business in a drastically different sector of the financial industry
they are all dealing with similar sensitive data. According to IBM, around half of all breaches are due to
malicious attack, with misconfiguration and human error making up the other half. Financial industry
organizations require an average of 233 days before a breach is resolved, with up to 2 months spent
just to contain the breach.

The True Cost of a Breach
The more data that’s breached and leaked means the higher an organization's remediation and cleanup
cost will be. At the lowest level, an average per record cost can be as high as $388 (per record!) for
cleanup and remediation within the financial industry. This can include civil/regulatory fines and
penalties, infrastructure cleanup, identity theft and fraud protection for customers. By the time an
organization has recovered they could stand to lose hundreds of millions of dollars.

How Do You Value Financial Data?
The value of stolen financial data to a cybercriminal can vary depending on the information you
have compiled. A single credit card number could go for as little as $1 on the dark web whereas a
database with more complete records may fetch hundreds or thousands of dollars, all depending
on amount, completeness, and targeting.
How much data was stolen?
A single credit card number will go for
much less than a cache of hundreds,
thousands, or even millions of records.
A higher number of records also
ultimately means a higher cost to
recover from the breach.

How complete are the records?
The reason a credit card number is so cheap is
because it’s just the payment data, you don’t get
anything else with it which means you may have
holes to fill. If you can get your hands on additional
data to form a complete profile of an individual you’ll
have a much more valuable cache of information.
Who is your victim?
Even if most people don’t think there’s value in their
information, it can be a treasure trove in the right
hands. Knowing who the victim is, and what their
income and credit limit is means that you can specialize
your attack based on those criteria.

Where Can the Threat Come From?
The threats faced by financial institutions include:
Poor firewall and network configuration
Lack of application control
Unsecured USB access
Botnets and DDOS (Distributed Denial of Service)
attack
Persistent remote access
Lack of mobile device control

User error and social engineering
Spam /phishing emails
Macros / ransomware
Old and/or weak security protocols
Browser vulnerabilities
Unpatched software and software vulnerabilities
Zero-day exploits

Simplify Securing AWS Databases
and Start with SecureCloudDB
Architected for the cloud, SecureCloudDB provides
real-time Database Activity Monitoring (DAM) and
security posture management specialized for
financial cloud environments.

A breach of your infrastructure
can mean reputation damage, a
costly recovery, and civil /
regulatory penalties. Get
ahead of the breach by
monitoring your
environment and
remediating any issues.

Specialized for
the Financial
Industry

Maintain
Customer
Trust

SecureCloudDB ships with 100+
security rules out of the box coming
from authoritative sources such as CIS
Benchmarks, AWS Best Practices and
proprietary SecureCloudDB assessments.
With customizable rules and policies you can
implement any rules to monitor an environment's
SOC or PCI compliance.

Built for the cloud, having a real-time overview of
your cloud environment, configurations and live
activity reduces your risk of an attacker
exploiting your infrastructure.

Key
Features

Fulfill
SOC, PCI & Other
Compliance
Requirements

Vulnerability Assessment
Audits databases, backups and
configurations against CIS
benchmarks, AWS best
practices, PCI, and
both SecureCloudDB
standard and custom rules.
DAM
Non intrusive DAM across your
environment provides a real-time
view of activity and alerting for all
policy violations based on activity.

Custom Dashboards
Out-of-the-box dashboards and reporting
give you a bird's eye view of the environment
with the ability to export all data into an easy-toread report for your executive and security teams.

Policies and Alerting
Policies allow you to create alerts based on
security rules and database activity. If a policy is
breached you will be alerted via email, SecurityHub, etc.

Financial institutions are making a switch to the cloud (either partly or
fully), which opens up their infrastructure in the cloud to an expanded
attack surface not addressed by legacy security tools. Using SecureCloudDB
you can fulfill compliance requirements, monitor environment activity as
it’s happening, maintain your reputation, and ultimately your organization.
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